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Blackfoot Training Course Description 

Course Title: 

Secure Development Training Workshop 

Course type: 

On-site classroom-based training course and hands-on workshop. 

Background and description: 

Technical and software development teams are on the front line when it comes to protecting 

your business against cyber security threats.  This is recognised by PCI DSS, the GDPR, ISO 27001, 

and other information security standards and regulations, all of which all mandate adequate 

testing and secure software development training. 

This on-site classroom-based training workshop is designed to provide a solid grounding in the 

secure software and web development. 

Who is the course designed for: 

The course is intended for software and web developers, especially those developing systems 

which are internet-facing and/or handle sensitive data such as personal data or cardholder data.   

Pre-requisites: 

Trainees are required to have a strong understanding of application development concepts, 

especially those related to the coding of web applications on at least one server platform (e.g. 

.NET, PHP, Java), the workings of HTML, XML, JSON, JavaScript and SQL databases. 

Learning outcomes: 

The course raises awareness of many of the most common security vulnerabilities that 

applications are susceptible to and teaches how to incorporate security throughout the software 

development lifecycle (SDLC) in order to develop more robust applications. 

By the end of the course, the trainees will have learned about: 

• Basic security concepts 

• Designing security into application architectures 

• Feature specification and threat modelling 

• Types of vulnerabilities to actively prevent 

• Testing for the OWASP top 10 

• Security development and testing tools 

• Code reviews and security assurance 
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Course contents: 

The course is comprised of one-day’s on-site classroom-based training. 

The day’s training agenda is: 

• Development security basics 

• Secure SDLC / Secure by Design 

• Microsoft Secure Development Lifecycle (MS-SDL) 

• Web and services architectures 

• Threat modelling with STRIDE 

• OWASP top 10 

• Development with vulnerabilities in mind 

▪ Authentication and Authorisation 

▪ Data validation 

▪ Database access 

▪ Platform hardening 

▪ Built-in security 

▪ Cryptography 

▪ Exceptions 

• Using Burp Suite to test web applications 

• An overview of various tools 

• Performing code reviews 

• Assuring the production environment 

• Top defences 

Presentations by the trainer are interspersed with discussion topics and exercises for the 

trainees. 

The course is development environment agnostic, however if all trainees are using the same 

environment (for example, .net, Java or Go), then examples and discussion topics can be based 

around that environment. 

Delivery: 

Blackfoot’s trainer will visit the customer site to deliver this training workshop on-site. 

The customer is required to provide a suitable training room and projector. 

Delegates are required to bring their own personal computer, and the means for making notes if 

required. 

Customisation: 

If required, the course can be customised, for example to: 

• Focus more fully on a specific development environment. 

• Reflect the client’s own Secure Software Development Lifecycle (SSDL) methodology 

and/or tools. 

Please ask for a quotation. 


