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Course Title: 

Fraud and Scam Prevention eLearning 

Course type: 

Self-paced awareness-raising eLearning. 

Background and description: 

Your employees are on the front line when it comes to protecting your business against cyber 

security threats.  This is recognised by PCI DSS, the GDPR, ISO 27001, and other information 

security standards and regulations, all of which all mandate employee awareness training. 

Rather than suffer the cost and downtime involved in taking the entire workforce away from 

their work for classroom-based training, Blackfoot’s award-winning awareness eLearning courses 

offer a different approach, where training is presented in a series of short, light hearted and 

memorable animated videos. 

Who is the course designed for: 

The course is intended for all employees who authorise or make payments.   

Pre-requisites: 

Trainees should complete Blackfoot’s Core Cyber Security Awareness eLearning course before 

this supplementary course. 

Learning outcomes: 

The course raises employee awareness of many of the most common payment security risks, and 

encourages them to follow best practice behaviour. 

By the end of the course, the trainees will have learned about: 

o Why criminals try to gain control of bank accounts 

o What information the need and how they try to get it 

o Risks from phishing emails and malware attachments 

o Some ways to spot phishing emails 

o Forged payment request scams 

o Invoice fraud scams 

o Refund fraud scams 

Course contents: 

The course is comprised of one video module and an 8-question quiz. 

The video modules are: 

• Fraud prevention (3:26) 

• Identifying scams (2:22) 
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Total course duration is approximately 10 minutes. 

Delivery: 

There are four delivery options: 

• Essentials: MP4 videos for client-managed non-LMS delivery. 

• Client-Hosted: SCORM files for delivery via the client’s own LMS. 

• Blackfoot-Hosted: Hosted in a client-administered portal on Blackfoot’s cloud LMS. 

• Blackfoot-Managed: Hosted in a Blackfoot-managed portal on Blackfoot’s cloud LMS.  

In the case of Blackfoot-Hosted and Blackfoot-Managed delivery, the content can be viewed from 

the majority of up-to-date internet-connected computers, smartphones or tables.  It is not 

necessary for trainees to have a work email address or a work computer or device to view the 

training, personal email addresses and personal computers or devices may be used. 

In the case of Blackfoot-Hosted and Blackfoot-Managed delivery, the learner will receive a 

certificate on completing the course and passing the quiz. 

Licensing: 

Licenses may be purchased for one or multiple years.  Licenses should be purchased for the 

number of users who require the training. 

During the license period, the learner may view the course material an unlimited number of 

times. 

If during the license period some employees leave and are replaced, as long as the total number 

of current employees who require the training does not increase, then additional licenses do not 

need to be purchased.  However, if during the license period the number of employees requiring 

the training increases, then additional licenses are required to be purchased which will be priced 

pro rata until the end of the license period. 

Customisation: 

If required, the course can be customised, for example to: 

• Add client branding. 

• Match client-specific information security policies and procedures, terminology, or key 

messages. 

• Change the narration to a foreign language. 

Please ask for a quotation. 

 


