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Course Title: 

Introduction to ISO 27001 

Course type: 

On-site classroom-based training workshop. 

Background and description: 

Your employees are on the front line when it comes to protecting your business against cyber 

security threats.  This is recognised by PCI DSS, the GDPR, ISO 27001, and other information 

security standards and regulations, all of which all mandate employee awareness training. 

This on-site classroom-based training course is designed to provide a solid grounding in ISO 

27001. 

Who is the course designed for: 

The course is designed for everyone in the organisation who will be involved with or impacted by 

the journey to ISO 27001 compliance.   

Pre-requisites: 

There are no pre-requisites for this course. 

Learning outcomes: 

The course provides a grounding in ISO 27001. 

By the end of the course, the trainees will have learned about: 

• What ISO 27001 is 

• The benefits of ISO 27001 certification 

• A roadmap to ISO 27001 certification 

• Maintaining ISO 27001 certification 

• Their role in the success of the ISO 27001 project 

Course contents: 

The course is comprised of a 1-day on-site classroom-based training course for up to 10 trainees.   

The day’s training agenda is: 

• Role of ISO, how standards are written and develop 

• ISO Management Systems 

• Purpose of ISO 27001 

• Structure of ISO 27001 

• Scope 

• Journey to ISO 27001 compliance 

o Senior management commitment 
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o Management responsibility 

o Planning 

o Resources and Competence 

o Communication 

o The role of external assistance 

o Support 

o Setting up an Information Security Management System (ISMS) 

o Documentation requirements 

o Risk assessment 

o Risk treatment 

o Selecting and implementing security controls, including Appendix A and ISO 27002 

guidelines 

o Policies, procedures and standards 

o Plan, Do, Check, Act 

o Training and awareness 

o Monitoring, review and internal audits  

o Continuous improvement 

o Certification audit and surveillance visits 

• ISO 27001 workshop – discussing how what you have learned so far would apply to your 

organisation  

Delivery: 

Blackfoot’s trainer will visit the customer site to deliver this training workshop on-site. 

The customer is required to provide a suitable training room and projector. 

Delegates are required to bring their own personal computer or other means for taking notes if 

required. 

Customisation: 

If required, the course can be customised, for example to: 

• Reflect specific details of the organisation’s implementation of ISO 27001 compliance 

project 

• Reflect specific internal policies and procedures 

Please ask for a quotation. 

 


