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Course Title: 

Introduction to PCI DSS 

Course type: 

On-site classroom-based training workshop. 

Background and description: 

Your employees are on the front line when it comes to protecting your business against cyber 

security threats.  This is recognised by PCI DSS, the GDPR, ISO 27001, and other information 

security standards and regulations, all of which all mandate employee awareness training. 

This on-site classroom-based training course is designed provide a solid grounding in PCI DSS for 

professionals and managers in the fields of information security, IT, retail management, 

eCommerce or customer services, who are new to PCI DSS. 

Who is the course designed for: 

Professionals and managers in the fields of information security or IT, who are having to deal with 

PCI DSS for the first time. 

Pre-requisites: 

There are no pre-requisites for this course. 

Learning outcomes: 

The course provides a solid grounding in PCI DSS. 

By the end of the course, the trainees will have learned about: 

• Why protecting card data is so important 

• The PCI council and its standards and programs 

• Payment brands and their compliance programs 

• The payment chain and payment terminology 

• Reducing scope 

• Reporting PCI DSS compliance 

• Maintaining PCI DSS compliance 

Course contents: 

The course is comprised of a 1-day on-site classroom-based training course for up to 10 trainees.   

The day’s training agenda is: 

• Why card data is a target 

• Some historic cases of card data breaches 

• The PCI Council 

• Payment Brands 
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• Payment Brand Compliance Programs 

• Protection of Cardholder Payment Data 

• Overview of the PCI council’s standards and programs  

• Payment Industry Terminology  

• Cardholder Data Review and Payment Transaction Flows 

• Working with Third Parties and Service Providers  

• PCI DSS overview, including understanding PCI DSS v3.2.1 requirements and intent  

• Compensating Controls  

• Prioritized Approach  

• Merchant levels 

• Audit, Report on Compliance (RoC) and Attestation of Compliance (AoC) 

• Self-Assessment Questionnaires (SAQ)  

• Scope reduction 

• Tokenisation 

• Web payments 

• Mobile payments 

• Continuous compliance 

• PCI Council Resources  

• Project workshop – discussing how what you have learned so far would apply to one of 

your in-house environment or planned projects  

Delivery: 

Blackfoot’s trainer will visit the customer site to deliver this training workshop on-site. 

The customer is required to provide a suitable training room and projector. 

Delegates are required to bring their own personal computer or other means for taking notes if 

required. 

Customisation: 

If required, the course can be customised, for example to: 

• Reflect specific details of the organisation’s implementation of PCI DSS compliance 

• Reflect specific internal policies and procedures 

Please ask for a quotation. 

 


